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ABSTRACT

Rapid advances in machine learning, deep learning, artificial intelligence (Al), large
language models, and generative Al have accelerated efforts to leverage these tech-
nologies for military advantage. We refer to these and related technologies as ana-
lytics. We present a framework as a guide to achieving “analytic superiority,” which
is the operational advantage obtained through the ability to collect data required for
analytics; build useful, performant, and robust analytic models; and deploy analytic
models in operational systems to achieve objectives, while exploiting or denying an
adversary’s ability to do the same. Analytic superiority is best understood in the
context of the analytic capabilities of one’s adversaries, who also collect data, build
models, and deploy them to achieve their own objectives and defeat the analytics of
their adversaries. This framework emphasizes developing an analytic strategy, col-
lecting the data required, developing analytic infrastructure for managing and ana-
lyzing the data, building analytic models, and deploying analytics into operational
systems to meet the objectives required by the analytic strategy. Although analytic
competition is not new, it is an under-appreciated dimension of military and strate-
gic competition, and it is advancing at a faster pace than any previous technological
competition. We discuss how U.S. cyberspace superiority, which is foundational to
military advantage in the physical domains, now depends on prevailing in analytic
competition with adversaries and thus requires adopting a strategy and processes to
achieve analytic superiority.
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ARTIFICIAL INTELLIGENCE AND MILITARY
ADVANTAGE

apid advances in machine learning (ML), ar-

tificial intelligence (Al), and generative Al

(GAI), which we will refer to simply as ML/

Al will play an ever-increasing role in com-
mercial, defense, and intelligence systems. There has
been continual progress in ML/AI over the past forty
plus years, punctuated by several inflection points.
One important inflection point occurred in the early
2000’s with deep learning that leveraged GPUs (the
graphics processors used by gaming applications).
This allowed neural networks with many dozens of
layers and millions of parameters to be used, leading
to significant advances in the processing of text and
images.! Increasingly larger deep learning neural
networks with billions of parameters were built over
larger and larger GPU clusters and then specialized to
particular applications in various ways, leading to the
emergence of large language models (LLM) and gener-
ative Al. Another important inflection point occurred
on November 30, 2022 with the release of ChatGPT by
OpenAl. ChatGPT provided Large Language Models as
a Service, setting a new record by reaching over 100
million users by January 2023.

These two inflection points have fundamentally
changed the power and capabilities of analytics. The
rapid rise in ML/AI-focused strategies, policies, reg-
ulations, and guidance documents by States, interna-
tional organizations, and supra-national organizations
like the European Union reflects widespread recogni-
tion of ML/AI's potential and risks.? The impact on
military systems cannot be overemphasized. Over
time, ML/AI models and services will be ubiquitous,
and enduring military advantage will depend on the
strategy and processes for both employing ML/AI to-
wards strategic objectives and countering adversar-
ies' use of ML/AI toward the same objectives.
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In this article, we use the term analytics to refer to
statistical models, machine learning, deep learning,
Al, GAI and LLM. More expansively, by analytics we
also include more general algorithms for processing
and analyzing data, including embedded algorithms,
such as those used in electronic warfare and electronic
countermeasures. From the perspective of analytic su-
periority, the differences between algorithms,*> models,*
rules, machine learning, deep learning, Al, LLM and
GAP are not important. There is no standard name to
refer to all of these and we will use the term analyt-
ics. More narrowly, we will use the term ML/AI if we
want to emphasize some of the recent work in machine
learning, deep learning, large language models, and
generative Al

Although analytic competition is not new, the ubig-
uity of models in digital systems and services has
made analytic competition an increasingly important,
but underappreciated dimension of military and stra-
tegic competition between states. This is also the case
for commercial competition, but better grasped by the
private sector. For defense and intelligence systems, in
particular, the United States is competing with adver-
saries using their own analytics while trying to defeat,
disadvantage, interfere, or trick ours. The race to de-
ploy analytics in operations to achieve mission effects
and degrade and defeat adversary analytics is as crit-
ical as, and occurring at a faster pace, than any arms
race we have ever confronted. The United States must
set up better analytic infrastructure, employ better an-
alytic models, update them more frequently, build bet-
ter analytic systems, and train better data scientists,
system operators, and end users than our adversaries
in order to achieve and maintain analytic superiority.

ANALYTIC SUPERIORITY AND SOME
COMMON MISCONCEPTIONS

We define analytic superiority as the operational
advantage obtained through the ability to collect data
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required for analytics; build useful, performant, and robust analytic models; and deploy
analytic models in operational systems (from core to edge) to achieve objectives, while ex-
ploiting or denying an adversary’s ability to do the same. Note that analytic superiority is
not the same as information superiority. The latter is a much broader concept, while analytic
superiority is specifically focused on analytics (including ML/AI, models, rules, and related
concepts) and their role in warfare and other adversarial situations.

Analytic superiority is best understood in the context of adversarial analytics and thus,
measured against the analytic capabilities of one’s adversaries. Competitors also collect
data, build models, and deploy models to achieve their own objectives and deny, degrade,
or defeat the analytics of their adversaries. Those who build better models; build them over
larger volumes, higher velocities, and more varieties of data; and build agile and scalable
infrastructures to deploy them are more likely to benefit from the operational advantages
conferred by analytic superiority.

The importance of analytic competition for military competition is not new. A good exam-
ple is provided by electronic warfare in World War I1. As radar provided a military advantage
to detecting and shooting down planes, electronic countermeasures were developed to trick
or deceive radar. These included both physical countermeasures, like deploying chaff, and
electronic countermeasures, like jamming or spoofing radar systems. The development of
models for detecting planes and other moving objects using radar, and electronic counter-
measures for deceiving these models, is an example of adversarial analytics and shows the
importance of analytic superiority for achieving military objectives—in this instance de-
stroying targets with bombers. Clearly, the concept of analytic superiority is not unique to
ML/AIL, it applies to all analytic models. This dynamic may enable the basic cycle of weapons
development and counter measures, but these are not synonymous because many military
innovations and counter innovations do not depend on the operational deployment of analyt-
ic models.

There are several common misconceptions about analytic superiority. The first is that an-
alytic superiority is achieved solely by building more accurate and precise analytic models.
One may have much better models with much higher precision and recall, but if the force
cannot deploy the models into operational systems (for military and/or intelligence purpos-
es), or not deploy them in time, while the adversary can, even if the adversary’s models are
worse, one will not achieve analytic superiority. Moreover, even with better models, if one
lacks an analytic infrastructure that collects the data required and efficiently builds ana-
lytic models while an adversary has these capabilities, then one will not achieve analytic
superiority. In general, the higher quality and the timelier the data, the simpler the models
can be and the more effective and robust they will be when deployed. It is nearly impossible
to achieve analytic superiority without a sufficiently powerful computing infrastructure to
manage and analyze data and to build and deploy models.
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A second common misconception is that today’s ML/AI models require a fundamentally
new approach to analytics. The importance of analytics is not new; nor is the viewpoint, as
we argue below, that analytics in competitive environments require an end-to-end process
for getting and managing data, building models, deploying models, and extracting value
from models (as captured in Figure 1 by the framework of the analytic diamond, which is
described below). It is also not new that novel models emerge from time to time and provide
disruptive changes in what is possible in analytics.® Moreover, it has always been a chal-
lenge for large organizations to develop complex software systems, especially those involv-
ing large-scale or complex data.” That being said, over the past forty years, the exponentially
growing amount of data and computing infrastructure, enabled by Moore’s Law, has created
year by year ever more powerful analytic models built on ever larger amounts of data. Even
experts today are surprised at the speed at which new AI/GAI algorithms, models, systems,
services, and applications are being developed, and the unexpected power and capabilities
that these models, systems, and services have. This is widely recognized across commercial
and military sectors, and by national governments globally.

A third common misconception is that analytics is mainly about improving the workflows
of intelligence analysts. Of course, Al-powered analytics will undoubtedly improve intelli-
gence analyst workflow, but they will do much more. They will impact any military system
(e.g. weapons and navigational platforms) that employs analytic models, which means virtu-
ally all military platforms.

The U.S. Department of Defense’s 2023 Data, Analytics, and Artificial Intelligence Adoption
Strategy calls for a “systematic, agile approach to data, analytics, and Al adoption that is
repeatable by all DoD Components” for enduring decision advantage. U.S. Cyber Command
stood up an Al task force to move from “opportunistic Al application to systematic adoption.”®
Its focus is delivering capabilities to the force, posturing the Command to enable Al adop-
tion, and countering Al threats. As the Department of Defense invests in new technologies,
makes associated infrastructure, organizational, and force design decisions, it should do so
informed by a framework for achieving and sustaining analytic superiority to provide both
decision advantage for commanders and operational advantage for warfighters.

ANALYTIC SUPERIORITY IN THE COMMERCIAL WORLD

The importance of analytics for business competitiveness in general has been long recog-
nized.” More specifically, in some commercial applications, the specific role of analytic su-
periority has also been long recognized. We discuss two examples in some detail—payments
fraud and high frequency trading—because it is easier to talk at the granular level about
commercial applications than it is about sensitive military applications.
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A payment network enables a group of financial institutions to transfer funds digitally be-
tween individuals, businesses, or financial institutions. The most well-known examples are
the payment networks between banks and merchants that enable individuals and business-
es to use credit cards to buy merchandise and pay later when billed by their banks. Payment
networks also support ATM withdrawals, gift cards, mobile payments, and other types of
transactions. The development of analytic models by payments networks to stop fraud and
the corresponding adjustment of tactics, techniques, and procedures (TTPs) by criminals
trying to perpetrate fraud, is an example of competitive or adversarial analytics.

A wide array of bad actors, including individual criminals, criminal gangs, and states con-
duct payments fraud. In 2022, payments fraud totaled $11.64 billion in the U.S. and $32.34
billion worldwide.® Given the scale of payments fraud, a whole ecosystem has grown up
around this industry. It includes the individuals using fraudulent cards or engaging in fraud-
ulent transactions, software engineers developing software supporting fraudulent transac-
tions, vendors selling stolen personal information that can be used to obtain fraudulent cred-
it cards, lines of credit, etc., and electronic marketplaces where suppliers of data, software,
and other services offer their goods and services to those engaging in fraud.

A payments system needs the right data at the right time to develop analytic models to
quickly detect and stop fraudulent transactions. This requires a sufficiently powerful analyt-
ic infrastructure, analytic modeling capability, and, importantly, fraud systems (an example
of analytic operations) to detect and stop fraudulent payments as they are occurring before
losses are significant. At the same time, actions to stop fraudulent transactions should only
minimally impact normal operations and the customer experience. By fraud systems we
mean systems that not only detect putative fraud but also contact users to verify whether
questionable transactions are in fact theirs, stop future use of compromised cards, and issue
new credit cards to replace compromised cards. In this example, analytic operations include
embedding the fraud models into operational systems for quickly stopping questionable
transactions, quickly determining whether the transaction is valid or not, while minimizing
impact on users. In the context of systems, there is always the balance of simpler models
that work with the data immediately available versus more complex models that can leverage
richer data that might not be immediately available.

Meanwhile, bad actors will adjust their tactics, techniques, and procedures to elude ana-
lytic models trying to detect and block their fraudulent transactions. The payments system
is a dynamic space with sophisticated bad actors not only developing sophisticated attacks,
but also quickly identifying simple new vulnerabilities that arise as systems are updated,
new devices are installed, and new products are introduced. Companies tolerate a certain
amount of fraud as the “cost of doing business.” As the amount of payments fraud increas-
es and begins to impact reputation or customer experience, companies will increase their
efforts to detect and stop the fraud. Building the perfect analytic model is not the goal, but
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rather building a good enough model that can be deployed and updated quickly enough to
keep fraud at an acceptable level.

Analytic superiority has also been a critical aspect of high frequency trading since its
inception. The key to high frequency trading is not just having the best models, but rather
a trading system that can beat other trading systems for the small opportunities available
with each trade. This requires having the right data, the right models, and an underlying
computing infrastructure that can get the latest trades a bit faster than others in the market.

A good example is provided by the efforts of different traders to reduce the latency between
moving data between Chicago and the New York / New Jersey region. As described in the
book Flash Boys by Michael Lewis,'' moving data between the Chicago Mercantile Exchange,
where futures and options are traded, and Carteret, New Jersey, where the Nasdaq data center
is located, took about 14.5 milliseconds (ms) using commercial Internet Service Providers
(ISPs). To generate a competitive competive advantage to high frequency traders, Spread Net-
works developed a dark fiber network that took a more direct route between Chicago and the
Nasdaq data center in New Jersey that was able to bring the latency of sending a message
down to about 13.1 ms, providing a slight advantage to traders using their networks versus
commercial ISPs. Finally, since light travels slower in glass fibers than in the air, Windy Apple
Technologies set up a microwave network between Chicago and the New Jersey data centers
that brought down the latency of sending a message to about 9.0 ms. Of course, traders had to
also develop the appropriate analytic models, trading strategies, and computing infrastruc-
ture to take advantage of these millisecond improvements in networking infrastructure.

A FRAMEWORK TO ACHIEVE ANALYTIC SUPERIORITY

Achieving analytic superiority is much easier if one adopts a framework for analytics. The
analytic diamond is one such framework that has proven useful,'? although other frameworks
could be used. The analytic diamond distinguishes processes for developing an analytic strat-
egy, for building analytic models, for deploying analytic models, and for managing all the data
required to build and deploy analytic models. It further defines an associated analytic gover-
nance model as well as an analytic maturity model to measure progress towards developing
the processes, infrastructure, and talent required to achieving analytic superiority.

More specifically, an analytic strategy examines analytic opportunities, decides which to
pursue, ensures that efforts are most likely to result in value to the organization, and mea-
sures the value. Analytic infrastructure collects and manages the data required for analytic
operations and modeling. Analytic modeling analyzes data and builds the analytic models re-
quired by the organization. Analytic operations deploy and operationalize analytic models into
products, services, or internal systems to extract value. These four features, when arranged
in a diamond as in Figure 1, reveal six processes required for effective analytics, which in the
context of analytic superiority means effective against an adversary.
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Organizations need to (1) de-

velop an analytic strategy that A A“a"'“°5"a;eg" .
prioritizes analytic projects and oy M

. A Analytic Modeling Analytic Operations Value
efforts, and (2) build the analytic 2

infrastructure to train models over Analytic Infrastructure
large amounts of data. Processes
for (3) collecting and managing
data so that it is available for modeling and operations, (4) developing appropriate analytic
models, and (5) deploying the analytic models into operational systems must all be execut-
ed in the time frame required to achieve the objectives and value identified in the analytic
strategy. An organization must also develop the operational systems, and their associated
TTPs, to achieve the objectives and value identified in the analytic strategy. By operational
systems here we mean any system that integrates, embeds, or interoperates with analytics,
such as: systems for cyber defense and cyber operations; analysts’ tools and support systems;
electronic warfare and electronic countermeasures; systems supporting information supe-
riority; fire systems for weapons platforms; systems supporting the targeting cycle, etc. The
next step is to (6) accurately measure the value and impact achieved through the operational
systems, and update the entire process accordingly. Enabling these processes is analytic
governance, analytic security and compliance, and recruiting, training, and retaining the
technical staff required. The analytic diamond can be applied to a wide variety of military
operational priorities, as can be seen from the list of operational systems above that leverage
analytics.

Figure 1. The Analytic Diamond

The analytic diamond shows why analytic superiority is not synonymous with a data strat-
egy (although a data strategy is a subset of analytic strategy, as are the required components
of an IT strategy to support analytics). Nor is analytic superiority reducible to building mod-
els and algorithms. In practice, analytic models have little value until they are turned into a
functional system through an engineering process (Al engineering) and then the system is
integrated into operational processes and/or operational weapon systems to bring value to
the organization (Al operations or AIOps). Analytic superiority is sometimes misleadingly
viewed as an OODA loop, which is a tactical activity rather than an enterprise level construct
that integrates four analytic functions—strategy, infrastructure, modeling, and operations—
to achieve competitive advantage over an adversary.

Although there is no single way to achieve analytic superiority, just as there is no one way
to defeat an adversary in a particular engagement, in general achieving it includes some
combination of the following: analytic task advantage (for example, having better analytic
models than your adversary and updating them more frequently); asymmetric advantage (for
example, asymmetrically attacking your adversary’s models or infrastructure); and auton-
omy advantage (leveraging autonomy and semi-autonomy more effectively). Autonomy and
counter-autonomy are familiar and well understood in the context of autonomous weapons
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systems,'* but are perhaps less familiar
and less well understood in the con-
text of adversarial analytics. Autonomy
and semi-autonomy provide scale and
speed for analytics, both for defensive
and offensive operations. Countering
these operations can be done by iden-
tifying suitable weak points in adver-
saries’ analytic workflows and then
disrupting and defeating those weak
points. Figure 2 shows notionally how
Red and Blue attack each others' ana-
lytic infrastructure, analytic models,
analytic operations, and analytic strategy. For example, Red may try to poison Blue’s data
and embed in Blue’s analytic infrastructure, while Blue may try to weaken or poison Red’s
analytic models and blunt the operational impact of Red’s models.

Red
Force

Figure 2. Achieving Analytic Superiority.

Achieving analytic superiority requires that all the analytic models needed to achieve the
goals of an analytic strategy have the data they need to function, are updated as required,
and are integrated with the required operational systems to achieve the desired outcomes.
This is not easy to achieve. Here are two simplified examples to illustrate this point.

First, consider the role of sensors in cybersecurity. Sensors can produce a lot of data and
unless there is an adequate analytic infrastructure (the bottom of the diamond) to manage the
data, critical patterns that may span many days of data can be missed. Detecting behavioral
patterns in log and sensor data require not only analytic models (the left-hand side of the
diamond), but keeping these models up to date as TTPs change. Once models detect potential
intrusions, analytic operations (the right-hand side of the diamond) determine the appropriate
actions and counter measures to quickly pinpoint, contain, and mitigate the intrusions. Finally,
there are always limited resources, and analytic strategy (the top of the diamond) prioritizes
which problems are tackled and in what order. These factors have always been present in the
management of data for analytics, the building of models for analytics, and the deployment of
models to take appropriate actions. On the other hand, recent advances in ML/AI create new
opportunities for both the U.S. and our adversaries, and managing and coordinating the com-
ponents of the analytic diamond across the enterprise to achieve analytic superiority is critical.

As a second example, protecting a Navy ship requires object identification and tracking mod-
els to identify potential threats and track them so that appropriate fires and countermeasures
can be assigned to different threats. Each of these systems requires appropriate analytics to
protect the ship, and the different analytic models must work together. More precisely, the out-
puts of some models are the inputs to other models creating an analytic workflow. To achieve the
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desired outcome each model must get the data it needs. This interdependence creates fragility;
thus, various techniques are used to create more robust models and more robust analytic work-
flows. For example, models and workflows can impute data when it is missing,'* detect and
remove outliers,' and reduce the fidelity of models in order to make the models and workflows
more robust and more likely to provide correct results when data is missing or delayed, or
when sensors are down, for example.

The concept of a system of systems (SOS) is familiar in the context of complex weapon sys-
tems.!¢ In the context of analytic superiority, it is helpful to extend this to what one might call a
system of systems and models (SOSAM). This includes not only the system of systems, but also
all the analytic models and workflows needed for the system of systems to achieve the desired
outcomes for the analytic strategy. This almost always requires multiple analytic models and
systems. In the simplified example, an adversary need only identify and defeat the weakest
link in an analytic workflow to attack the ship successfully. To achieve analytic superiority,
your SOSAM must be more capable than your adversary’s SOSAM in all operating conditions,
including in crisis and conflict. This is a concept familiar to cyber defenders trying to keep
an adversary out of their system. No matter how good the algorithms, signatures, and models
in your firewalls, an adversary need only exploit any weak link in the system, whether from
weak passwords, default passwords, phishing, stolen credentials, cross site scripting attacks,
etc. More generally, as we discuss below in the section on analytic maturity models, it is also
critical to build analytics over two or more analytic systems or workflows (“hierarchical” ana-
lytics) to detect patterns and threats that may not be apparent otherwise. Analytic superiority,
it turns out, is rarely about one’s analytic model simply being more accurate (measured as the
percentage of correct predictions) than the adversary’s model, but rather about the robustness
and effectiveness of entire analytic workflows or hierarchies of analytic workflows.

MEASURING THE EFFECTIVENESS OF ANALYTIC SYSTEMS

Defense and intelligence analysts are familiar with the application of analytic models to di-
gest intelligence and defense data, organize it, draw conclusions with confidence levels, write
reports, and disseminate the reports to decision makers and policy makers. Although multiple
analytic models may be used to collect and analyze the data, the output is the report; actions,
if any, are the responsibility of some other part of the organization. Analytic superiority, as
applied to military activities, requires that the outputs of analytic models be integrated into
operational systems to achieve specific mission related objectives. The focus, therefore, must
be on the effectiveness of the analytic system as a whole, not just the output of analytic models.

One way to understand this difference is to think of the output of analytic models as scores
(say from 1 to 100), which are used to take actions, and the operational significance of these
actions are evaluated with measures. This sequence is summarized with the acronym SAM for
scores-actions-measures."” Typically, the effectiveness of a single analytic model is measured
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with detection and false positive rates. In contrast, from the SAM perspective, these
model-specific metrics influence how often the appropriate actions are taken for the appropri-
ate situations. The effectiveness of the actions determines the measures, which summarize the
effectiveness of the analytic system as a whole.

Consider a cyber defense model that identifies users whose credentials may have been com-
promised. Assume that the model produces a score in the range 1-100, that credentials are
revoked for scores above 90 and then manually investigated (the action), and credentials are
manually investigated for scores between 80 and 90 (another action). The model producing
these scores has a detection rate and false positive rate, but measures of effectiveness that
incorporate action might be how quickly compromised credentials are detected (seconds, min-
utes, etc.), how much damage is done before they are found (say measured with dollars), and
how much lost productivity (measured with person-hours) arises from improperly revoked
credentials. Measures can be created at various levels, such as the analytic task level, at the
analytic system level, and at the mission level.

As another example of SAM, a network or system intrusion might set off multiple alerts
from multiple models, including alerts from firewalls, behavioral alerts from endpoint systems,
alerts from identity and access management systems, etc. Many of these are false positives,
producing alert fatigue. One solution is to build models that process the outputs of all these
systems and produce alerts at the incident level. The associated actions might include auto-
matically revoking access credentials or isolating network segments when the alert scores are
high enough. Measures might reflect the amount that alerts are reduced, say from 100 alerts
from the original systems that alert to 5 alerts of candidate incidents, and the percentage of
true incidents detected.

Other types of analytic models produce different outputs. For example, large language
models and generative Al models produce text, images and other outputs, giving rise to
text-action-measures, or TAM. It is not the text that is evaluated, but text associated with
some action, such as producing SQL code for querying a database of cyber threat data or log
data, and the measure might be the productivity increase for junior and senior software de-
velopers. Measures can be devised to assess the cumulative impact of actions taken against
ransomware groups or an advanced persistent threat actor such as reducing the success of
intrusions or improving the targeting process. Other types of measures can be devised to as-
sess decision advantage, such as efficiency in organizing and prioritizing information so that
a commander can make decisions faster and still leverage more of the available information.

ANALYTIC GOVERNANCE

Analytic superiority requires a governance framework to ensure that the right people, pro-
cesses, and frameworks are in place to identify and achieve the organization's priority ana-
lytic objectives. There are broad similarities between analytic governance and IT governance
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processes designed to control and oversee risk. IT governance ensures that IT investments
generate business value; that risks associated with IT are mitigated; and that the organiza-
tion makes sound, long-term decisions with accountability and traceability to those funding,
developing, supporting, and using IT resources.'®

With this definition and the analytic diamond in mind, we argue that an analytic gover-
nance framework should accomplish the following: (1) ensure sound long-term decisions about
analytics are reached and that investments in analytics generate value; (2) operate in such a
way that data, derived data, and data and analytic products are protected and managed in a
secure and compliant fashion; (3) ensure accountability, transparency, and traceability to those
funding, supporting, and using analytic resources; and (4) ensure analytic workflow: that data
is available to modelers, that analytic models can be deployed, and that impact and value of
analytic models is quantified and tracked.”

Analytic governance is Commander's business and cannot be delegated because it crosses
the entire enterprise. By contrast, data and sensor governance can be delegated further down
in the organization. Typically, data governance is delegated to the CIO. Analytic governance,
however, requires an influential champion to ensure the integration of functions--managing
data, building models, exploiting models for advantage by analysts and operators--at scale.
These processes must be driven by operational priorities, and by the organizational element
that sets those priorities.

ANALYTIC MATURITY

Just as software maturity can be measured with a Capability Maturity Model that quanti-
fies the level at which an organization’s business processes develop software and complete
a software project,? processes for developing and deploying analytics can be developed to
measure an organization’s analytic maturity. Depending upon the desired outcome, analytic
models must be integrated across various hierarchies and across different units within an
organization. For this reason, the analytic maturity of an organization is assessed along
three dimensions.?! First, how repeatable are the processes for managing data, building
models, deploying models into operations, and quantifying the effectiveness and impact of
the models? Second, how widespread are these processes, both horizontally and vertically
throughout the organizational structure? Third, do these processes support the organiza-
tion’s analytic strategy?

Each organizational unit that supports analytics can be evaluated along a maturity dimen-
sion. For example, can the unit 1) build reports based upon data; 2) build and deploy analyt-
ic models based upon data; 3) build and deploy analytic models with a repeatable process;
4) build and deploy the appropriate analytic models, as prioritized by the analytic strategy.
Similarly, the entire enterprise can be assessed along a maturity dimension: 1) does the or-
ganization provide the enterprise services so that a unit can get the data, build the models,
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deploy the models, and extract the value required; 2) how widespread across the organization
are units that build and deploy high quality and effective analytics; 3) is there analytic gover-
nance at the enterprise level; 4) are analytic models built by different units integrated together
in such a way to achieve the organization’s overall analytic objectives or do they create unan-
ticipated challenges for some analytic models?

As a simple example from the financial services world, one division of credit card issuers is
responsible for acquiring new customers with acquisition models and expanding the compa-
ny’s “share of their wallet” with cross sell models. Another division (credit risk) is responsible
for determining how likely customers are to default on the credit extended to them with credit
default models. The enterprise dimension of an analytic maturity model manages whether the
right customers are being acquired so that the acquisition division does not meet its yearly
targets by acquiring customers who are likely to cause future problems by defaulting on their

loans.

ANALYTIC SUPERIORITY AND PERSISTENT ENGAGEMENT IN CYBERSPACE

Superiority in cyberspace has come to be seen as foundational to military advantage in the
physical domains of land, air, sea, and space. The United States is not alone in this assessment.
The People’s Republic of China (PRC) also sees superiority in cyberspace as core to its theories
of victory.?? For this reason, we apply the concept of analytic superiority to cyberspace, which
has itself become a major battleground in strategic competition among states.

In 2018, U.S. Cyber Command defined cyberspace superiority as “the degree of dominance
in cyberspace by one force that permits the secure, reliable conduct of operations by that force,
and its related land, air, maritime, and space forces at a given time and place without prohib-
itive interference by an adversary.””® Cyberspace is not only a domain of military operations,
however, but also a strategic environment in and through which adversaries put U.S. nation-
al security at risk.?* Adversaries operate continuously in and through cyberspace below the
threshold of armed conflict, extending their influence and eroding U.S. military, economic, and
political power without resort to physical aggression. General Timothy Haugh, Commander of
U.S. Cyber Command and Director of the National Security Agency, recently remarked that
the PRC is pursuing a policy of global dominance, but hopes to achieve that without a kinetic,
real-world military fight. They are using cutting-edge technologies to achieve advantage.?

U.S. cyber forces adapted their operational approach to address the requirements of strategic
competition outside armed conflict as well as those aimed at helping to deter armed conflict and
prevail should it occur.?® Recognizing that the United States was losing ground to adversaries
operating in and through cyberspace below armed conflict, U.S. Cyber Command pivoted from
a bias for “cyber response” to action through “cyber persistence.” Empowered with new author-
ities, military cyber forces began proactively defending and contesting adversaries globally,
continuously, and at scale. Reflecting upon his five years as commander, General Paul Nakasone
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remarked, “I think we got persistent engagement completely right. ... If you're on the sidelines
watching this, you're going to get hit. That’s why I think it’s so important for our forces world-
wide to be able to be engaged, and being able to act and understand what our adversaries are
doing ... Being able to continue to operate day in and day out, this is how you get really good. You
operate in the domain.””” The Russia-Ukraine war has shown how persistent engagement also
sets conditions for successful contingency operations by curtailing an adversary's freedom of
maneuver (e.g., precluding options, eroding confidence, generating organizational friction, and
degrading capabilities), and generating options and opportunities for crisis and conflict.

Cyberspace is an interconnected, fluid space wherein those who continuously anticipate
and act can set, reset, and maintain conditions in their favor. This is what it means to hold
the initiative in cyberspace, where the scale and scope of change is so vast that anticipating
exploitation and acting based on that insight is the key to security. A state that cedes the ini-
tiative can assume that its adversaries will set conditions to undermine its security while in-
creasing their own.?® Highly capable adversaries are conducting operations in cyberspace at
a volume and pace that overtake the ability of defenders to discover and counter. Increasingly
sophisticated techniques, such as “Living off the Land” (LOTL),”” allow them to evade detec-
tion more easily and preposition in military and civilian critical infrastructure, setting con-
ditions for use during crisis and conflict. Defeating complex obfuscation techniques requires
timely processing of massive data and deploying analytics to detect this type of behavior into
operational (in this instance defensive) systems at speed and scale to outpace the malicious
actor’s ability to shift across infrastructures and preclude interdiction. With innovations in
big data and Al, the cyberspace force that achieves and sustains superiority in analytic com-
petition will have the initiative in persistent cyber engagements.

Tactically, one can still think in terms of prevailing in defensive and offensive analytics, but
cyberspace is so fluid and dynamic that offensive and defensive advantage is not meaningful
at a strategic level. What is meaningful is whether or not one has the initiative in setting the
conditions of cyberspace in one’s favor, where “those conditions are measured as the relative
balance between being cyber vulnerable to exploitation and being able to exploit the cyber
vulnerabilities of others” by “anticipating the exploitation that will come next by either you as
a defender or another State as an attacker.”® Developments in Al have made analytic superi-
ority necessary for achieving and sustaining cyberspace superiority.

The Joint Cyber Warfighting Architecture (JCWA) is U.S. Cyber Command’s platform and
associated capabilities that enable Cyber Operations Forces to conduct full-spectrum cyber-
space operations, globally at-scale. The Unified Platform is the data hub of JCWA and pro-
vides the analytic infrastructure for deploying and managing data. The federated nature of
this system for deploying and managing data is one reason U.S. Cyber Command was grant-
ed greater technical responsibility and authority to direct the development, integration and
fielding of critical capabilities and infrastructure in the JCWA.
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The framework of the analytic diamond specifies other requirements for achieving analytic
superiority, foremost being a strategy that prioritizes analytic objectives and requirements. A
subordinate data strategy should identify data collection, management, standards, and ana-
lytics for full-spectrum operations, which in turn should inform and drive specific computing
capabilities, data management systems, data models, and analytic platforms. Designated en-
tities should be made responsible for building and deploying analytic models. Some element
of the organization should have the mission to attack all elements of the adversary's analytic
diamond as a priority or objective, for example by poisoning data, countering models or infra-
structure, or blunting the operational impact of the adversary's models. Just as there are well
defined disciplines of counter intelligence, counter terrorism, and cyber defense to counter
cyber-attacks, we need to develop a discipline of counter analytics to understand how to dis-
rupt and defeat the analytics of our adversaries. Given that DoD is organized around weapons
platforms, U.S. Cyber Command may want to think of its entire organization as a platform to
acquire, manage, develop, and deploy data and analytics for full-spectrum operations at scale—
and counter adversaries’ ability to do the same.

CHALLENGES AND LESSONS LEARNED

Achieving analytic superiority is challenging. Many of the hurdles are familiar ones that
DoD has faced when developing software, managing and analyzing data at scale, and in-
teroperating defense systems. For example, DoD’s transition to cloud computing, an important
enabling technology for training and using ML/AI over large datasets, has been rocky, signifi-
cantly lagging behind commercial adoption of the technology.’! Many software projects fail
for a variety of well understood reasons,*? and software systems supporting intelligence and
defense systems are particularly challenging.®®

Many analytic/Al projects, like many data warehousing projects, fail because assembling
and managing teams with multiple skills is hard. Building a data warehouse requires as-
sembling and managing a team that knows about both software and data, which are two dis-
tinct skills. Many analytic/Al projects also fail because a disproportionate amount of time,
ingenuity, and effort is spent focusing on the Al algorithm or analytic model of interest, say a
convolutional neural network (CNN), or fine tuning an LLM. Al projects that succeed, howev-
er, spend significant time, effort, and ingenuity to get all the data required and to deploy the
model in such a way to achieve an operational advantage.** It is helpful to think of this as a
three-phase process. Phase one focuses on acquiring and curating data to be used as inputs
to the Al and analytic algorithms (“collecting the data required for the models”). Phase three
focuses on integrating the outputs of the Al and analytic algorithms into current operational
systems or developing new systems around them (“deploying the analytic models”), and then
extracting operational value from the systems as a whole, once the model has been deployed.
Many successful projects spend less than 20% of project’s total time and effort on phase two—
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finding the right algorithms and processing the data using them (“developing the analytic
models”). See Figure 1.

Achieving analytic superiority also requires that the right data from the right sensor get
to the right analytic model in the right time. This is especially challenging when the sen-
sors, models, and effects cross war fighting domains. Programs such as the Joint All-Domain
Command and Control (JADC2) are designed to address these issues, but face challenges of
their own.** Finally, achieving and maintaining analytic superiority requires a developer,
DevOps, and DevSecOps mindset, environment, and acquisition process. For many DoD soft-
ware projects this has been challenging to achieve because the defense acquisition process
is not agile.

Al IN THE PRC

The PRC is investing heavily in Al, cloud computing, and related technologies.® It is en-
gaged in a campaign to attain technological superiority and place U.S. critical and national
infrastructure at risk.*’” In some ways, the Chinese have an edge with their smart cities
initiatives and extensive industrial online-to-offline (020) industrial base.*® With these ef-
forts, the PRC's many data engineers are gaining deep experience developing and deploying
systems at scale that use big data and Al every day. Furthermore, much of the technology
developed by Chinese companies for smart cities is dual use and can also be applied to mil-
itary systems. Those Chinese companies work both commercially and for the government,
and competition among them is usually regarded as extremely intense, yielding rapid tech-
nological advancement.

The PRC is also acquiring a wide range of data sources, to include proprietary big data,
machine learning, and Al technology stolen from U.S. companies through computer intru-
sions.* Another source of large scale data and analysis that is particular to the PRC is pro-
vided by its social credit system, which integrates data from multiple sources, including
analysis of internet traffic, monitoring of social media, analysis of mobile telemetry data
from phones and cars, and pervasive video surveillance. All of this data is analyzed at scale
using AI and other techniques to produce a score for each individual.*® The scale of data pro-
vided by Baidu, Alibaba and Tencent (BAT) provides smaller companies that are part of the
Baidu, Alibaba or Tencent ecosystem the data required for Al and machine learning. These
qualities of the PRC's analytic ecosystem make achieving analytic superiority over China
challenging, but essential.
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CONCLUSION

Statistical models, machine learning, AI models and related technologies (what we call
analytics in this article) have been critical enabling technologies ever since military systems
integrated digital technology. A decade ago deep learning substantially increased the per-
formance of these models. More recently, the emergence of LLM and GAI models introduced
significantly new capabilities to these models. Yet powerful models alone do not necessarily
provide an advantage in competition, crisis, or conflict.

We focus on the importance of analytic superiority and offer a framework—the analytic di-
amond—as a guide to achieving analytic superiority. The framework stresses the importance
of an analytic strategy for identifying and prioritizing analytic opportunities; obtaining the
required data and building an analytic infrastructure that manages and analyzes the data;
analytic modeling, which builds the models; analytic operations that deploy models into
operational systems; and measures that capture the operational impact of analytics against
the strategic goals identified. Analytics are usually integrated into analytic workflows and
adversaries can be expected to attack the weakest point in these workflows to obtain an
advantage.

It is standard in many organizations today to develop a sensor strategy, a data strategy, a
cloud strategy, and an Al strategy. But without an organizing principle like analytic superi-
ority to tie these together, they are not likely to provide the advantages needed in competi-
tion, crisis and conflict.®
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